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b6 

b7C 


Classification: UNCLASSIFIED//FOUO 


Classification: UNCLASSIFIED//FOUO 



2 


CREW-5120 



An FAA COA is a Certificate of Autho rization or Waiver to fly in US airspace. Generally the general public can fly mode l 
planes very similar to the FBI's UAVs| 


b6 

b7C 

b7E 


Because we are the Federal Government we have to adhere to the general aviation guidelines that the FAA enforces. □ 


These waivers are not hard to get but generally can take[^ 


fto obtald 


ud 


Common spelling) and SS/s|[ 


][Another common spelling) are the two Agents that 


will be running the UAV program but are also in charge of our genera! aviation programs in the field. 
Hope this helps. 


From ! t pK) 

Se nt; Wednesday, Septemb er 18, 2013 4:28 PM 
ToL lJCOTP) (FBI) 

Cc:T [OTD)(FBI) 

Subject: RE; Unmanned Aerial Surveillance (UAS) --- UNCLASSIFIED 


be 

b7C 


Classification: UNCLASSIFIED 


What is COA? 


From.'l l(OTD) (FBI) 

Se nt; Wednesday, September 18, 2013 1:02 PM 


l0TD)(FBll 


KFBI) 


To 

Cc 

Subject: RE: Unmanned Aerial Surveillance (UAS) — UNCLASSIFIED 


be 

b7C 


Classification: UNCLASSIFIED 
TRANSITORY RECORD 


be 

b7C 

b7E 

The FBI does own several UAVs. As of October CIRG will have the UAV program. UAVs will be utilized the same way 
the aircraft are used alo ng with the same approval levels except the UAVs will require a COA from the FAA which can 
takd to obtain. 


Thanks. 


From: 


(FBI) 


Se nt; Wednesday, Septemb er 18, 2013 3:51 PM 


TO; 


](OTD)(FBI). 


b6 

b7C 

b7E 
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Cct 


(OTD)(FBI) 


Subject: FW: Unmanned Aerial Sun/eillance (UAS) — UNCLASSIRED 


b6 

b7C 


Classification: UNCLASSIFIED 


I got a bounce-back from Ud 


Can you advise on below? 


Fromi. 


](FBI) 


Se nt: Wednesday, Septe mber 18, 2013 12:48 PM 


To 

Cc 


][OID)(FBI) 
(FBI) 


Subject: PW: Unmanned Aerial Surveillance (UAS) ~ UNCLASSIRED 


b6 

b7C 

b7E 


Classification: UNCLASSIFIED 




A blast frorn 


Jcoming at you! Hope all is well. Noticed you are UC of Video Surveillance Unit. I'm looking at a 


2011 EC in which your Unit was requested to provide UAS. So my question is, does the FBI have its own drone(s) for 
deployment? If so, is there an elevated approval level from the DIOG cites noted below in my question to OGC. 


From: 


(FBI) 


Se nt: Wednesday. Seotern ber 18!~2Q 18 pm 


To |OGC)(FBI)| l(OGC) (FBI)| 

Subject: unmanned Aerial Surveillance (UAS) — UNCLASSIFIED 


|OGC)(FBI) 


b6 

b7C 

b7E 


Classification: UNCLASSIFIED 


b3 

b7E 


I'm asking whether any of you know of a prohibition against FBI use of UAS or an elevated approval level for such? 
Thanks for any guidance. 


CREW-5164 


j 






b7E 


Classification; UNCLASSIFIED 
Classification; UNCLASSIFIED 
Classification; UNCLASSIFIED 
Classification; UNCLASSIFIED 
Classification; UNCLASSIFIED 
Classification; UNCLASSIFIED 
Classification; UNCLASSIFIED 
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FromC 


(OTD) (FBI) 


ToJ 1 

FBD 

Cci 

l(OTD)rFBni 


1 tIR) (FBDI 

(IR)(FBI) 


b6 

b7C 

b7E 


(OGC) (FBI)[ 


](OGC)(FBI)f 


Subject: RE: Unmanned Aerial Surveillance (UAS) — UNCLASSIFIED 


Classification: UNCLASSIFIED 
TRANSITORY RECORD 


An FAA COA is a Certificate of Autho rization or Waiver to fiv in US airspace. Generally the general public can fiv modp l 


planes very similar to the FBI's UAVsj_ 


Because we are the Federal Gnvprnmpnt wp havp tn aHhprp tn thp grpn^ral aviation guidelines that the FAA enforces 


These waivers are not hard to get but generally can takel 


h:o obtain 


uc 


(Common spelling) and 


^(Another common spelling) are the two Agents that 


will be running the UAV program but are also in charge of our general aviation programs in the field. 
Hope thi s helps, 


b6 

b7C 

b7E 


From 


To 

Cc 


(FBI) 


Se nt: Wednesday. Septemb er 18, ?Q13 4:28 PM 


OTD) (FBI) 

OTD)(FBI) 

Suf)ject: RE: Unmanned Aerial Surveillance (UAS) — UNCLASSIFIED 


be 

b7C 

b7E 


Classification: UNCLASSIFIED 


What is COA? 



(OTD) (FBI) 

Wednesday. Sentemher 1R^ 2013 1:02 PM 

(FBI) 


[DTDJTFBT) 

Subject: RE: Unmanned Aerial Surveillance (UAS) — UNCLASSIFIED 


be 

b7C 

b7E 


Classification: UNCLASSIFIED 
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TRANSITORY RECORD 


The FBI does own several UAVs. As of October 1®*, CIRG will have the UAV program. UAVs will be utilized the same way 
the aircraft are used along with the same approval levels except the UAVs will require a COA from the FAA which can 


takd 


h:o obtain. 


Thanks, 


jpBiy 


From I 

Se nt: Wednesday, Septemb er 18, 2013 3:51 PM 
Toj J(OTD) (FBI) 

CC! [OTD)(FBI) 


Subject: 


Unmanned Aerial Surveillance (UAS) — UNCLASSIRED 


Classification: UNCLASSIFIED 


I got a bounce-back from Uq 


Can you advise on below? 


(FBI) 


From j ~ 

Se nt: Wednesday, Septe mber 18, 2013 12:48 PM 
T ol rOTD) fFBn 




(FBI) 


Subject: FW: Unmanned Aerial Surveillance (UAS) — UNCLASSIRED 


Classification: UNCLASSIFIED 


A blast from| |:oming,at .you! Hope all is well. Noticed you are UC of Video Surveillance Unit. Tm looking at a 

2011 EC in which your Unit was requested to provide UAS. So my question is, does the FBI have its own drone(s) for 
deployment? If so, is there an elevated approval level from the DIOG cites noted below in my question to OGC. 


From] |(FBI) 

Sent: Wednesday, September id, 2U 13 12:35 PM 

To l r OGC)(FBI) ]~ j OGC) (FBI H 1 rOGC)(FBI) 

Subject: Unmanned Aerial Surveillance (UAS) — UNCLASSIFIED 


Classification: UNCLASSIFIED 


b6 

b7C 

b7E 


b6 

b7C 

b7E 


b6 

b7C 

b7E 


b6 

b7C 

b7E 
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Thanks for any guidance. 


Classification: UNCLASSIFIED 
Classification: UNCLASSIFIED 
Classification: UNCLASSIFIED 
Classification: UNCLASSIFIED 
Classification: UNCLASSIFIED 
Classification: UNCLASSIFIED 
Classification: UNCLASSIFIED 
Classification: UNCLASSIFIED 
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(RMD)(FBI) 


b6 

b7C 


From: 

Sent: 

To: 

Subject: 


[ 


](OGC) (FBI) 


[ 


Thursday, November 21. 2013 1 1 :46 AM 


|(OGC)(FBI)I 


](OGC)(FBI) 


sentinel Document Ke: (U) Report of Florida Legislative Activity 2013. — UNCLASSIFIED 


Classification: UNCLASSIFIED 


TRANSITORY RECORD 


b6 

b7C 

This document was sent to me in Sentinel. In case I haven't succeeded in sending it to you so that you 
can read it, it discusses a new law in Florida limiting UAS use by state/ locals. Obviously, it doesn't 
apply to us, but it could have an impact on any JTFs. I assume that laws like this in other states may 
well be on the horizon, so I guess we'll just have to monitor it. 


The following document has been forwarded to you: 
Title: (U) Report of Florida Legislative Activity 2013. 


Synopsis: (U Florida statutes enacted during the 2013 legislative session and 

noted four items mat may oe ot interest to the FBI. 


Link to Document 


b7E 


b7E 


Classification: UNCLASSIFIED 
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ALL TVW cmMKrrtm OOFTAIIIED 

EATm 04-19-2014 BY HSIOl FS4H93K12 


18.S£.3.4 

(WfFouoi 

| inaaFD-71, 

Guardian, an EC, or other appropriate form requesting ASAG approval. 

18.5.8.3.4.1 (U//FOUO) 

C0//FQyOll 


18.S.83.4J.1 (U//FQUOJ^ 

(U//FOUO1I ~ 


18.-39 

UNCLASSIFIED - FOR OFFICIAL USE ONLY 


Version Dated: 
October 15* 2011 


b7E 


b7E 


b7E 


CREW-5223 



UNCLASSIFIED - BOR OFFICIAL USE ONLY 
Domestic Investigations arid Operations Guide 


(U//FOUO) 


2) fU//FOUO 


//FOUO 


//FOUO: 


18.5.8,3.4.2 (U//FOUO 


U//F0U01 


le fpllowmg procedures must be followed: 


A) (U//FOUO 


B) (U//FOUO 


G) (U//FOUO 


18.5.8,3.4.3 (U//FOXJO) COMPLIANCE AND MONITORING 

(U//FOUO) A uthorization documents regarding the use of | 

must be docimieiited in the appropriate investigative ELSUR sub-file. 


Version Daled: 
October 15, 2b 11 


18-40 

UNCLASSIFIED - FOR OFFICIAL USE ONLY 
















Policy Framework 




PUBLIC 

CIVIL 

Privacy 

• Law Enforcement 

• Commercial 

• Non Law Enforcement 

• General Aviation 

Safety/Security 

• Emergency Response 


Vetting 

• Scientific/Research/ 
Property management 

• Recreational/Hobby 

Air Defense 


CREW-5226 



Policy Objective 





/ 


Create policies | 
unique to UAS i 
capabilities 
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Overarching Principles 



tRANSPARENdY 

f:. I - I . . m I « I B \ I m Inni I ^ \a(B \ I - 





ACCOUNTABILITY 
(RESPONSIBLE USE) 



Overarching Principles 




^^^ANSPARENC^^^ 

Arrni iNTARii ity ^ m ^ 

Jrm V # .'1 JTm I mm 1 1 ■ 


Y' 1% iZiii ml 1^1 I IZir Imh Cmi Vir Ciiiii 


Consistent and transparent U.S. Ensure UAS operations are safe, 

Government position: secure, and have established 

standards for operation: 

• Data: Collection, use, retention, 

sharing • Ensure Accountability 

• Consistent policy for all public • Establish appropriate vetting 

operations - Federal/State and standards 

Local 

• Establish standards for cyber and 

• Consistent messaging to public communications security (safety of 

flight) 
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.... 

;• /.'H 


Public - Law Enforcement 


Privacy 


Safety/Security 

Vetting 

• Persistent 

• Ensure safety of flight and protect 

• Manned Aircraft process 

surveillance 

the UAS from attempts to disrupt 

• Public Operators 


flight operations 

responsible for 

• FOIA 


♦ Spectrum allocation 

vetting/training 

• 4^^ amendment 


• Wayward UAS protections 

♦ Position/location identifiers 

• Consensus to align UAS 
vetting requirements for 

alignment 
(Notice of 
surveillance) 

• Protection of 
data and info 
sharing 

• Determine appropriate scoping 

Public Operators with 
Manned aircraft 
requirements? 
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b3 

b7E 
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Public - Response (Emergency) 

Privacy 

Safety/Security 

Vetting 

• Persistent 
surveillance? 

• Info sharing 

• 4**^ amendment 
alignment 
(Notice of 
surveillance)? 

• Ensure safety of flight and protect 
the UAS from attempts to disrupt 
flight operations 

• Spectrum allocation 

• Wayward UAS protections 

• Position/location identifiers 

• Determine appropriate scoping 

• Manned Aircraft process 

• Public Operators 
responsible for 
vetting/training 

• Consensus to align UAS 
vetting requirements for 
Public Operators with 
Manned aircraft 
requirements? 

:) 




CREW-5233 





Public - Non-Emergency 

Privacy 

Safety/Security 

Vetting 

• Persistent 
surveillance? 

• Info sharing 

• 4^*^ amendment 
alignment 
(Notice of 
surveillance)? 

• Develop appropriate cyber and 
communications security polices 
to ensure safety of flight and 
protect the UAS from attempts to 
disrupt flight operations 

* Spectrum allocation 

* Wayward UAS protections 

* Position/location identifiers 

• Determine appropriate scoping 

• Manned Aircraft process 

• Public Operators 
responsible for 
vetting/training 

• Consensus to align UAS 
vetting requirements for 
Public Operators with 
Manned aircraft 
requirements? 


CREW-5234 



Civil Operations 


mm mM, 

Commercial 

General Aviation 

Recreational 

• ConocoPhilips 
operations in 
Arctic 

• Permitted on 
case-by case 
basis by FAA 

• Guided by Small UAS Rule (once 
implemented) 

• When operated outside of Hobbyist 
guidelines, and not commercially. 

• Hobbyist organizations 

• FAA Guidelines for 
operations 

• Mandated by Congress 
not to impose Federal 
regulations on 
recreational use UAS 
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Civil - Commercial Use 


P ri vacy Safety/Sec u r i ty 

• Collection , • Ensure safety of flight and protect i • 

• Use ! the UAS from attempts to disrupt I 

• Disclosure | flight operations * 

• Security of i • Spectrum allocation ! 

data I • Wayward UAS protections | 

• Retention ; • Position/location Identifiers 1 

• Licensing, i I 

registration, | • Determine appropriate scoping j • 

auditing ' 

requirements ■ 

• Determine ! 

framework and ; 

scope : 



CREW-5236 


Vetting 

Manned aircraft process 
• Where FAA 
certificate is 
required, vetting is 
completed 
(students, trainers, 
pilots) 

Determine appropriate 
scoping and Impact to 
agencies and public 




Civil - General Aviation 

Privacy 

Safety/Security 

Vetting 

Who has authority 

• Ensure safety of flight and protect 

• Manned aircraft process 

over what GA 

the UAS from attempts to disrupt 

• Where FAA 

collects? How 

flight operations 

certificate is 

might UAS regs 

• Spectrum allocation 

required, vetting is 

differ from 

• Wayward UAS protections 

completed 

manned aircraft? 

• Position/location identifiers 

(students, trainers. 

• Licensing, 


pilots) 

registration, 

• Determine appropriate scoping 


auditing 


• Determine appropriate 

requirements 


scoping 

i 

i 
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Recreational/ Hobbyist Use 


Privacy 

Safety/Security 

Vetting 

Who has authority 
over what GA 
collects? How 
might UAS regs * 
differ from 
manned aircraft? 1 
• Licensing, 
registration, | 

auditing 

requirements • 

1 

Congressional mandates to not j Congressional mandates 
overregulate model aircraft use | to not overregulate 
(Public Law 112-95, Section 336) : model aircraft use 
that must follow a community- • (Public Law 112-95, 
based set of safety guidelines ; Section 336) that must 
within a nationwide community | follow a community- 
organization. ; based set of safety 

j guidelines within a 
; nationwide community 


: organization. 






4?4rr‘i 
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Defensive Use 



Protect National Airspace System 

Privacy 

Safety/Security 

Vetting 

N/A 

• Scoping to determine when end 
how UAS in NAS a viable threat. 

• Differentiating between known 
users and unknown threat 

N/A 
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